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As part of an agenda of Open Access to data, funding bodies and publishers require researchers 

to deposit research data, including individual-level sensitive data such as health data, in research 

repositories (RR).(1) Researchers acknowledge that this is necessary to facilitate and reproduce 

new discoveries. However, for some researchers, the choice is whether to adhere to Open 

Access policies or to comply with the law. The deposition of individual-level sensitive data in 

RRs can contravene regional laws, ethical constrains and undermine the trusted relationship 

between participants and researchers. It also creates double standards based on national 

specificities – a two-track system in the research world – jeopardizing collaborations and 

impacting scientific excellence and evidence-based medicine.  

 

This tension is acute as the European Union’s General Data Protection Regulation (GDPR), 

which started to apply in May 2018, introduced administrative fines of up to EUR 20 million 

for non-compliance, enforced by active data protection authorities in each EU country.(2) By 

complying with the law instead of the Open Access requirements, researchers may experience 

difficulties funding and publishing their work, regardless of its scientific value.  

 

The GDPR’s focus on the individual’s rights and researchers’ transparency and accountability 

obligations, make it difficult to adhere to current RR policies: 

 

1. Data is frequently considered identifiable, and as such, subject to the GDPR. The 

Norwegian HUNT population study is an example of the effect of conflicting requirements. 

In a sub-study, whole genome sequencing of participants was partly financed by the 

National Institutes of Health (NIH), and genetic data and some phenotypic variables were 

to be deposited in the database of Genotypes and Phenotypes (dbGaP). In 2011, The 

Norwegian ethics committee regarded whole genome sequencing data as “genuinely 



anonymous”, and the risk of re-identification from data in dbGaP as “only theoretical”. 

Hence, the opt-out consent stated that “the genetic information is stored anonymously, i.e. 

without identifying information.”(3) Today, neither the ethics committee nor HUNT 

consider whole genome sequencing data as anonymous, contradicting the opt-out consent 

that genetic data is stored genuinely anonymously.  

Providing consent to deposit of data in anonymized form is different from consenting to 

deposit data that are re-identifiable. Genomic data as in the example above, are generally 

regarded as identifiable in a legal sense, and the deposit of such data will be subject to the 

GDPR for any EU-based researcher.(4) This calls into question the continued legal validity 

of past consents for the processing of genomic data. Similarly, one must assess whether 

other types of data concerning health are identifiable according to the GDPR. If they are, 

the GDPR explicitly treats data concerning health and genetic data as special categories of 

personal data, the processing of which must comply with relatively stringent conditions.(5) 

2. Personal data must be collected for specified, explicit, and legitimate purposes. Further 

processing for scientific research purposes is considered compatible with the initial 

purposes, but the GDPR recognizes an individual’s right to object (unless the processing is 

necessary for reasons of public interest under specific national laws), the right to withdraw 

consent, and the right to be contacted in case of data breaches.(6) 

This means that information about the uses of data in the RR shall be given to the individual 

so that they can exercise their rights of objection and withdrawal. Currently RRs rely on 

Data Access Committees to determine data access requests, which means that institutions 

may not know how the data is being shared so they cannot advise participants who  

consequently lose their opportunity to withdraw or object to processing. 

3. The collection and retention of data should be adequate, relevant and limited to what is 

necessary to fulfill the purpose. This is referred to as the data minimization principle in the 



GDPR. This does not allow long-time retention for unspecified uses. Currently, RRs do not 

have mechanisms in place to regularly review the use of the data to establish if it is still 

needed and to delete the data if it is not.  

4. The cross-border nature of RR means that they may be subject to the jurisdiction of several 

countries’ laws, courts and administrative bodies at the same time. Complying with one 

country’s law can mean breaking another country’s law. Recent court cases illustrate the 

legal complexities and the lack of foreseeability third-party access requests entail.(7) 

The GDPR allows EU member states to maintain or introduce their own further conditions 

on processing of health and genetic data – an opportunity that is exploited by some states. 

For instance, the deposition of individual genome data is illegal in some countries, 

introducing a scientific bias based on nationality. The Italian population study 

SardiNIA/ProgeNIA provides an example of how RR policies may conflict with local law. 

The study collects extensive phenotypes and detailed genetic data, based on genotyping 

with high density arrays coupled with low-pass whole genome sequencing, in four 

geographically clustered villages in Sardinia. The study design and the special features of 

the population being studied have enabled detection of numerous genetic associations with 

traits of biomedical relevance.(8) The study is funded by the NIH, and a prerequisite of NIH 

funding is deposition of genetic data and some phenotypic variables in dbGaP. Thus, about 

10 years ago, at a time where there was uncertainty in the scientific community as to the 

interpretation of the Italian legislation, the project complied with NIH policy to deposit a 

set of sequencing and phenotypic data in dbGaP. Because the sharing of individual-level 

data involves a theoretical risk that the identity of the participants and their present and 

future relatives may be discovered by non-authorized parties, the deposition of such data is 

now prohibited by Italian law, regardless of deidentification techniques, the purpose of the 

dissemination, limited access strategies, and individual consent.(9) 



 

Conclusions 

Open Access policies and RRs must account for diverse legal constraints and adapt to the legal 

and ethical landscape to enable EU researchers to share data. Failure to do so will lead to double 

standards in the access to research resources and engender inequities in the scientific evaluation 

process, endangering scientific excellence which is a prerequisite for evidence-based medicine.  

 

There are a number of actions which RRs could consider: 

• Develop policies ensuring cross-border mutual recognition of equivalent access, 

including ethical review; reduce system inefficiencies; and respect differences in 

regulation and governance. 

• Use an online dynamic consent approach to enable research participants to make their 

own decisions regarding the sharing-policy of their data over time, and to modify their 

decisions if conditions change. 

• Adopt tools such as data tagging to indicate authorized uses of the data and analytical 

tools to run research queries from multiple sites without physically transferring the 

data.(10) 

 

The GDPR should be seen as an opportunity to review RR policy and develop systems that 

support the Open Access agenda and are legally compliant. Getting this balance right will lead 

to greater transparency and accountability in the sharing of data and a more efficient and 

equitable scientific practice. 
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